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INTRODUCTION

Audit trails play an important role in the security of a system since they track changes to data
and metadata. In this way, an incomplete or absent audit trail can impact data integrity and
product quality.

The absence of an audit trail is considered to be “highly significant when there are data
discrepancies” according to the FDA'.

The use of computer-generated, time-stamped audit trails are a significant part of the Controls
for Closed Systems. (§11.10(e)) for 21 CFR Part 11" as well as regulations and guidance from across
the globe covering CGxP data. When included as an integral part of the data review and periodic
review cycle, audit trails enable detection of non-routine or unexpected activity by users and
provide a management tool to maintain the integrity of any human interaction with the data in
the system. Regulators expect to see that this technical control is being utilized to ensure data
integrity in regulated companies. Inspectors from regulatory agencies, including FDA, use audit
trails to check if the data presented during routine audits is honest and trustworthy.

The PIC/S Guidance on Data Integrity? highlights that data governance maturity involves
understanding and accepting residual risks, prioritizing actions, and extending self-inspection to
include computerized system logs and audit trails. Ongoing data review and proactive monitoring
are advised to maintain control and protect systems and data from risks.

In addition to audit trails, various error and event logs provide valuable information and metrics
about activities in your chromatographic environment. According to the April 2016 OECD
Guidance Number 17 for Applications of GLP Principles to Computerized Systems?®

“An audit trail provides documentary evidence of activities that have affected the content or
meaning of a record at a specific time point.” And “Depending on the system, log files may
be considered (or may be considered in addition, to an audit trailing system) to meet this
requirement.”

Here is the perspective from WHO TRS 996 Annex 05¢

“Computer-generated audit trails may include discrete event logs, history files, database queries
or reports or other mechanisms that display events related to the computerized system, specific
electronic records or specific data contained within the record.” As well as “When issues with
data validity and reliability are discovered, it is important that their potential impact on patient
safety and product quality and on the reliability of information used for decision-making and
applications is examined as a top priority.”
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PIC/S® also emphasizes the importance of reviewing logs
and alarms as part of maintaining data integrity and ensuring
compliance with Good Manufacturing Practice (GMP).

Key points are:

B Regular Review: Logs and alarms should be reviewed
regularly to ensure that any deviations or issues are
identified and addressed promptly.

B Documentation: All reviews should be documented,
including the actions taken in response to any alarms or
unusual log entries.

m Risk-Based Approach: The frequency and extent of
reviews should be based on a risk assessment, focusing on
critical systems and processes.

In addition to reviewing logs when an obvious failure occurs,
these statements imply the need to review logs as part of
routine and periodic data review as a way of determining if
there may be a reliability issue.

Such practices help ensure that any potential issues are
detected early and managed effectively, supporting the
overall goal of maintaining product quality and patient safety.

Accordingly, appropriate data review including the review of
audit trails and other logs informed by your risk analysis and
mitigation, together with ongoing, proactive monitoring are
advised to ensure your processes are in a continued state
of control and are protecting your systems and data from
unnecessary risk.

The FDA underscores the need for proactive, vigilant
monitoring in maintaining control over manufacturing
processes, as detailed in their warning letters. This paper
focuses on the audit trails, logs, Message Center messages,
and capabilities within Waters™ Empower™ Software that can
be leveraged to assist in such monitoring as it relates to data
review and periodic review.

WHAT IS AN AUDIT TRAIL?
Configuration Manager > System Audit Trail

Project Window > Audit Trails tab

21 CFR Part 11 and other electronic record regulations require
electronic audit trails for all data created, reviewed, modified,
deleted, and archived. From Part 11, audit trails must be:

B Operator independent - no operator or administrator may
change or modify in any way.

m Computer generated (automatically).

® Date and time stamped when the individual created,
modified, reviewed, approved or deleted an electronic
record in an unambiguous format.

B Secure - adequate security to prevent tampering.

Additionally, any change actions need to be documented
automatically in the audit trail and the recorded changes must
not obscure previously recorded information (i.e., record the
“before” and “after” values).

Finally, the users are required to also record a scientific
justification of “why" the changes are being made. This is
normally documented in a comment or reason field.

B Empower Software can discern invalid or altered records
using entries in the project audit trail. Changes to methods
and results automatically create new and discrete versions
of those records. This not only preserves the original but
allows for comparison by highlighting differences.

AUDIT TRAIL CONFIGURATION
Configuration Manager > View > System Policies > New
Project tab / System Audit Trail tab

Configuration Manager > New > Project > New Project Wizard

While most laboratory applications include audit trail
capabilities, they must be properly enabled and configured.
Audit trails should be enabled prior to any regulated data
being collected in an application. While this could be set

by default, it might be configured by the vendor upon
installation, or it may be configured by the administrators at
the regulated company.

Software applications may allow both regulated and non-
regulated users to work in the same application but with
different audit trail settings for their specific projects. In this
kind of configuration, care should be taken to ensure that
these working practices are segregated and managed such
that regulatory data cannot be created, modified, or deleted in
non-regulated/non-audit trailed areas.

OECD Guidance Number 17° clearly states that “The ability
to make modifications to the audit trail settings should

be restricted to authorized personnel.” Additionally, audit
trail configuration changes should themselves be fully
audit trailed.
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Empower Project Audit Trail settings can never be modified
once a project is created although the configuration does
allow some flexibility in the settings available for new Projects.
Because companies may be using software applications

in a unique way, either alone or in conjunction with other
computerized or paper-based systems, it is important for
settings to be adjusted to reflect the intended use and
acceptable risk of the laboratories.

System Policies X

User Account  New Project  System Audit Trail  Data Processing  Other  Result Sign OF  E-Mail

System Audit Trail Policies

} System Object Comment Confirm ldentity
1 Project Unrestricted 1
2 Nodes Unrestricted r
5 System Unrestricted r
4 Library Unrestricted r
5 User Unrestricted m
6 User Group Unrestricted r
i User Type Unrestricted m
8 Plate Type Unrestricted r
9 System Audit Trail Unrestricted r
10 Offline System Audit Trail Unrestricted N
1 Project/Sample Archives Unrestricted O
Cancel Help
System Policies X

User Account  New Project  System Audit Trail Data Processing Other  Result Sign OFf  E-Mail

Full Audit Trail Policies
Default Full Audit Trail Settings
(GXP/ER/ES) [ Full Audit Trail Support

Y| Project Object Comment Confirm identity
1 | Method Unrestricted r
2 | Resutt Unrestricted r
3 | sample Unrestricted r
4 | Deletion Unrestricted 4

Don? allow user to change default Full Audit Trail
GxP M Support setting

Dont allow user to change default ‘Require
GxP) (4 User Comments On’ settings

Dont allow user to copy from non-FAT
©XF) ‘mejeds into FAT projects

[J Allow shallow copies between FAT projects
If you are working in a regulated environment, Waters recommends setting the options

marked with GXPs and ER. If you are implementing Blectronic Signatures, add the option
settings marked ES.

o

Figure 1. System Policies: The New Project and System Audit Trail Policies for
Empower Software can be set by privileged users according to the intended
use and acceptable risk of the laboratory.

AUDIT TRAIL TIME STAMPS
Configuration Manager > Nodes > Properties > General tab

Time stamps for record creation as well as audit trails need to
be standardized and consistent. It is critical that time sources
are synchronized and protected from alteration by users,
managers and even administrators. It is common that time
stamps are taken from the time of the operating system and,
particularly in standalone systems (single computer PC's),
this level of protection may be difficult to control. However, in
network deployments, it is much easier to synchronize and
control access to time sources.

For standalone or site-wide solutions, local time may be
preferred. When wider, cross time zone installations are
deployed, consideration of UTC or a fixed time zone may be
needed, if managing users and instruments in multiple time
zones is unobtainable.

B Empower Enterprise solutions allow specific time zones
to be specified for clients, acquisition nodes, Citrix clients
and servers.

New Node Wizard - Node Selection (3]

Select the Network Node which contains the desired Node. You
may enter the name directly or browse the network for the node
name.

Node Name:  [LACED056

Browse the Metwork ... |

Node Time IUS,-"Eastern LI

Node Location | Mifford (UIS) ~|

Fish | Cancel | Hep |

Figure 2. During Node creation in Empower Software, the Node Time Zone
and Node Location can be defined.

Understanding how any specific application leverages

time stamps (and additional controls putin place in the IT
infrastructure) provides confidence in the correct sequencing
of actions noted in the audit trails, referred to as "operational
system checks to enforce permitted sequencing of steps and
events” as stated in §71.10(f) for 21 CFR Part 11.1."
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4]>] sample Sets | injections |channels| Methods | Resuit Sets | Resuits| Peaks | Fractions | sign Ofts | curves | view Fiers |custom Fietas| Audit Traits |

Action Details Change Date
Updated Calibration System. Emp_24_Validation_MJ_Method: Jan Imp PM_Channel. ACQUITY TUV ChA_Calibration ID. 4364 |1/6/2017 11.32.42 AM EST

Created Calibration System: Emp_24_Validation_MJ_Method: Jan Imp PM_Channel: ACQUITY TUV ChA_Calibration ID: 4364 [1/6/2017 11:32:41 AM EST
Created Result Set Result Set: QPM00012_Sample Set Method: QPM00012_Method: Jan Imp PM_Processed How: Process | 1/6/2017 11:32:40 AM EST

Q!System Audit Trail VF in Jack/Chemist - View Filter Edit...  — [} X
File Edit View Options Help

Modified Method Method: QPM00012_Type: Sample Set _Version: 21 /612017 11:32.20 AM EST
Altered Sample Set Sample Set: QPM00012_Sample Set Method: QPM00012_Sample Set ID: 1247 _SampleSet Method ID: 4[1/6/2017 11:32:20 AM EST

Updated Calibration System: Emp_24_Validation_MJ_Method: Jan Imp PM _Channel: ACQUITY TUV ChA _Calibration ID: 4296 [ 1/5/2017 3:05:05 PM EST

Created Result Set Result Set: POSS Jan 5_Sample Set Method: POSS Jan 5_Method: Jan Imp PM_Processed How. Proce | 1/5/2017 3.05:04 PM EST

0| o <[of o] e w[m]~

Created Calibration System: Emp_24_Validation_MJ_Method: Jan Imp PM _Channel: ACQUITY TUV ChA Calibration ID: 4296 [ 1/6/2017 3:05:04 PM EST

Created Calibration System: Emp_24_Validation_MJ_Method: Jan Imp PM_Channel: ACQUITY TUV ChA Calibration ID: 4271 [1/5/2017 3:05:04 PM EST

3|

Created Method Method POSS Jan 5_Type Sample Set_Version 1 /572017 3.04:44 PM EST

Figure 3. An Empower Project Audit Trail showing the time zone included in
the time stamp.

AUDIT TRAIL REASONS FOR CHANGE
Configuration Manager > View > System Policies > New
Project tab / System Audit Trail tab

Configuration Manager > View > Default Strings

One critical aspect of audit trails is the documentation of the
reason “why" an action was performed. This detail cannot

be automatically populated by the software application as

it requires the input of the user performing the action. User
entered reasons allow the user to truly express why an action
was performed, while pre-defined reasons are useful for
noting common reasons.

® Empower Software offers users Silent, pre-defined
(Restricted), or user entered (Unrestricted) use of
Comments (i.e,, reasons; the ‘why’) to document the
reason why an action has been performed.

m View Filter functionality allows reviewers to search the
audit trail for specific data, specific actions, or specific
reasons for actions.

m Default Strings functionality allows Comments to be
pre-defined in various categories of the software so the
analyst can quickly choose the reason for their current
action(s). The use of Default Strings provides potential
for huge efficiencies for repetitive tasks.

— Users choose from a list rather than typing the reason.

— Data mining is faster and more efficient because
variation amongst the reasons is eliminated.

— Defining Comments as Unrestricted allows the
use of both pre-defined reasons and user entered
text reasons.
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Action Details Change Date User Misc
0] 0 (Descend) O O

1 Created Project

2 Deleted Project

3 Created User

4 Deleted User

5 Altered System Policy

Figure 4. View Filters on Audit Trails can be created to search for specific
data including specific users, specific actions, or specific reasons for actions.

ENSURING THE AVAILABILITY OF AUDIT TRAILS

The audit trail documentation must be retained for the same
period as the electronic record. Accurate and complete copies
must be available in the case of an audit (whether internal or
external) for review.

m Allrecords, histories, and audit trails are automatically
backed up during security back up routines of
Empower Software.

® Empower Project Audit Trails and project level logs
are always archived and restored when the Project is
archived or restored, ensuring that any metadata
relating to a specific analytical result is not lost during
the record lifecycle.

®m System Audit Trails may be archived to a secure format,
readable only in the Empower application, or exported in a
converted, non-secure format.

® Archiving the System Audit Trail, like other archiving
activities, may be a manual process. With the use of

NuGenesis Lab Management System (LMS), this task
may be automated.

EMPOWER SYSTEM AUDIT TRAIL
Configuration Manager > System Audit Trail

Configuration Manager > Offline System Audit Trail

‘System’ in this context refers to the overall Empower
Software application and should not be confused with an
analytical instrument system.
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The Empower System Audit Trail provides a history of actions
that affect the overall system configuration and system level
objects (unsuccessful login, project backup, changes to
system policies etc.). Actions that are recorded in the System
Audit Trail are documented in the Help topic Actions recorded
in System Audit Trails.

® Changes to user privileges are tracked.

m All system-level actions in Empower Software, even those
performed by administrators, are recorded.

B The Empower System Audit Trail is always active and
cannot be deactivated.

®m  Audit trails are generated automatically and cannot
be modified.

® E=mEeac~=p]
File Edit View Records Help

Crange Dte = o
|26 [08May/2016 16:32:55 PM CEST +02:00 |[NOVOOBiApprover
27 [08MMay/2016 16:29:01 PM CEST +02:00 | NOVOOB/Approver |Successtully Logged On

|28 v/ +0200 | ie

25 [oamay 2015 16.25:12 P ST o020 [ovoUGAnSiet Sucossstuly Logged on

130 [08May/2016 16:22 33 PM CEST +02.00 [NOVO04/Super_User Unsuccessful Sign Off1 Attempt
i NOVO0# Suver_User | Unauscesstul Sign Offt Atonet
132 | 08May/2016 16.18.45 PM CEST +02.00 |NOV0O04/Super_User | Successtully Logged On

1318 0200 Uiser
181Ap112016 15.00.35 PM CEST 40200 _veer
15ipr12016 0200 User
14170172016 15:55:38 PW CEST 0200 | NOVODG/Aaministrato 1T | Successuly Logged Off
= 0200 iistrtor IT
14170172016 14:57.38 PW CEST +02.00 | NOVOUG/Adminstrator IT |Propect itegrdy Folled
T41AprT2016 14,57.36 PM CEST <0200 |NOVO0S/Adriistetor T [Restored Project
o 0200 i
14170172016 14:50:22 PM CEST +02.00 | NOVOO&/AGmistrator IT |Firshed Backup Process
= 0200 T
14170172016 14:50:21 PW CEST +02.00 | NOVOUG/AGmistrator 1T |Firshed Backup Process
= PM CEST 0200 o
141701 2016 14:4847 PW CEST 40200 |NOVODG/Adminstrator 1T
141Apr 2016 14.45.53 PM CEST +02.00 |NOVOO&/Admirstrator IT |Firished Backup Process
o 0200 ]
14120172016 14:45:57 PM CEST 0200 |NOVOOG/AGminstrator IT Backed up Project
= 0200 Al
141701 2016 14:44:25 PW CEST 0200 | NOVODG/AGminstrator T | Locked rofect
141Apr 72016 144241 PM CEST 0200 o
141701 2016 14:3207 PW CEST 0200 | NOVOUG/Adminstrator 1T
141Apr 2016 15.47.43 PM CEST +02.00 | NOVO0& Adminstrator IT
[AGIT2016 11:1241 AM CEST 0200

Reason Reviewer - Attempted Sign off wi a nor|
User: NOVOOS/Approver_Node: Romuald p Interface: Cuickstart

Interface: GuickStart

User: NOVOUS/Anaiyst_Node: Romusid-pc_ Interface: QuickStart

User novi04_Node: Romusld-pe_ Reason_Project_ BAS_ProjectsBAS_Produc_1 P]

User: nov004_Node: Ronuald-nc_Reason_Project. BAS_ProjectsBAS._Product 1Y
User. NOVO0A/Super User_Node, Romusid-pe inerface: GuickStart
Node: Romusld-pc.
Project._The Node: Romusidpo must be a LACES2 n order o rebo,
User NOVOO4 pc Inerface: Pro
User: NOVOUS_Node: Rormusid-oc
ProjectBAS_ProjectsiBAS Product 1 Res_Product 1 1601 _Reason for restoring of |
Project._BAS._Projects BAS_Product_TRes_Product 1 1601 _Reason for restorng of
Project. BAS_Projects BAS_Prouct_ Res_Product 1 1601 From Project BAS Projecty |
Project:_BAS.Projects\BAS_Product 1Res_Product 11601
Project__Reason for archiving asta
Project _Reason for rchiving deta
Project. BAS_ProctsBAS Product_1Product 11601 _Reason for archiving data
Project BAS_ProjectsiBAS_Product_1 Product 1 1601 _Reason for rchiving dota
Project._BAS._Projects BAS_Product_11Product 11601 _Reason for rchiving dota
Project. BAS_Projects BAS Product 1 Product 1601 _Reason for rchiving deta
Project_BAS._Projects BAS_Product_11Product 11601 _Reason fo archiving dota
Project. BAS_Projects BAS_Product_11Product 11661 _Reason for archiving deta
Project_BAS_ProjectsiBAS_Product_1\Product 1 1601 _Reason for rchiving dela
Project. BAS_ ProctoBAS_Product_1Product 11601 Type: Read Only Lock _Reass
Node: Romuald-pe Inerface: Pro
Node: Romuald-oc
Nod: Romusipe_nerface: Pro

Wode: Romuald-oe

HEEEEEEEEEEEEEEEEEEEEE

Figure 5. The Empower System Audit Trail which can be filtered and sorted to
find and print relevant records.

The Empower Offline System Audit Trail is an area within
Configuration Manager where a copy of an archived System
Audit Trail can be restored to if a review of them is required.
Restoration of a System Audit trail is an action which is
recorded in the System Audit Trail.

No new actions are added to the Offline System Audit Trail
- and they can be cleared from Configuration Manager once
reviews are completed.

EMPOWER PROJECT AUDIT TRAIL
Project Window > Audit Trails tab (available for Projects
configured with Full Audit Trail (FAT))

B The Empower Project Audit Trail records actions that users
have performed on objects within a Full Audit Trail Project
(Altered Sample Set, Created Result, Modified Method,
Run Sample Set, etc.) and includes reference to the data,
metadata, and methods relating to the action. Actions that
are recorded in the Project Audit Trail are documented in
the Help topic Actions recorded in Project Audit Trails.

The Project Audit Trail captures the ‘who, what, when, and
why' of user activity within a Project.

The Empower Project Audit Trail is active within Full Audit
Trail projects and cannot be modified or purged.

Project Audit Trails can be configured to require comments
when a user makes changes to objects within a project.

User re-authentication can be required on changes to
Project objects.
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Figure 6. The Empower Project Audit Trail records Project activity
performed by users.

ACQUISITION LOG
Project Window > Preview/Publisher > Report Groups >

Acquisition Logs

The integrity of data acquisition is important. Although the

Instrument Method represents a record of the instrument

parameters, you may seek assurance that an analyst has not

made changes to these parameters during acquisition or

influenced the acquisition in other ways.

Empower Software, Waters, and many third-party instruments

have technical controls to prevent altering data.

When properly configured, the location(s) where raw data
is stored is unavailable to Empower Software users.

Many control panels on chromatographic instruments are
locked while they are under Empower Software control,
preventing a user from making unrecorded changes to
instrument parameters.

Empower Software permanently stores the exact
Instrument Method that was used to collect the data with
any chromatogram, even when it is subsequently modified.

The Acquisition Log displays a record of instrument errors
and details of data acquisition.

If a chromatographic system allows interactive changes
during acquisition (through either an unlocked front panel,
separate controller, or console software) and users have
the permission to perform interactive changes during a
run, those changes are recorded in the Acquisition Log
which is permanently linked to the raw data.

Most chromatographic hardware does not allow such interactive changes,
even for privileged users.
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B The Acquisition Log is available to view using an
Empower Report.

B In Empower 3 Feature Release 2 and higher versions,
Acquisition Logs are also displayed with other audit trails
in the Result History tab of the Result Audit Viewer.

POST RUN REPORT
Project Window > Preview/Publisher > Report Groups > Post
Run Reports

m For some specific Empower Software-controlled
instruments a Post Run Report is available to verify the
actual acquisition settings, statuses and experimental
conditions during acquisition, e.g., MS data acquisition and
Waters ACQUITY™ UPLC™ Systems.

B The Post Run Report is available to view using an
Empower Report.

METHOD HISTORY
Project Window > Methods tab > Right Click > Method
Properties... > Method History > Revision History

B Empower Software methods are never overwritten and are
automatically versioned.

B Methods are assigned unique IDs (within the Project)
at the time of creation, with all versions available for
review, and permanently linked to results generated and
associated with a specific method version.

® Methods can be locked, assuring that modifications can no
longer be made.

®  While an indication of changes to any Empower Software
method exists in the Project Audit Trail, more details of the
change are stored in Method History, including the reason
for change.

B Previous versions of methods can be “made current”
allowing users, if permissioned, to restore an earlier
version into use.

METHOD DIFFERENCES
Project Window > Methods tab > Right Click > Method
Properties > Method History > Differences

Project Window > Methods tab > Select two methods > Right
Click > Method Differences

While audit trails provide a history of modifications made
to a method, at times it may be necessary to compare two
different methods or two versions of the same method to
view the details of the change, including the ‘before and
after’ values.

This can be useful to determine if all changes adhere to any
standard operating procedure (SOP)-mandated allowable
changes or to retrace the steps an analyst performed when

working with chromatographic data.

® The Empower Method Differences feature may be used

to compare two methods with different names or two

versions (either historical or current) of the same method.

m Method Differences can be used for Instrument Methods,

Sample Set Methods, Sample Set Method templates,
Method Sets, Processing Methods, Report Methods and

Export Methods.

B The Method Differences table may be searched to look for

key parameter alterations.

B Documenting and reviewing method IDs, limiting

permissions allowing method modification or providing the

ability to and procedurally locking methods may negate the

need to examine method histories in detail, given method

changes would be easily observed, restricted or prohibited.

] Method Differences | B e
File Edit View Help
) Al alals]
m Value Name FhieldRP18_Quad_1_XX : 1/13/2017 4:21:! 8_Quad_1_XX: 10/28/2015 2:
1 | < Mass Spec Processing Method >
2 Method Date | 1/13/2017 4:21:58 PM EST 10/28/2015 2:55:50 PM EDT
3 Method Id 1655 1569
4 Old Id 1569 1187
B Method Version |7 6
6 Source SW Info |Empower 3 Software Build 3471 SPs | Empower 3 Software Build 3471 SP|
i Method Revision | Version 7 1/13/2017 4:21:58 PM EST | Version 6 10/28/2015 2:55:50 PM EL|
8 Method Revision | Version 6 2:55:50 PM ED1 | Version 3 7/24/2015 11:21:14 AM EQ}
9 Method Revision | Version 3 7/24/2015 11:21:14 AM EDT | Version 3 7/24/2015 9:20:42 AM ED1
10 Method Revision | Version 3 7/24/2015 9:20:42 AM EDT | Version 2 7/24/2015 9:19:31 AM ED'
1 Method Revision | Version 2 7/24/2015 9:19:31 AM EDT | Version 1 7/24/2015 9:18:44 AM ED
12 Method Revision | Version 1 7/24/2015 9:18:44 AM EDT
13 | < Integration Parameters >
14 Area 50000
oo o RN TITY S —

Figure 7. The Method Differences functionality highlights the differences
between methods and method versions.

SAMPLE AND SAMPLE SET METHOD HISTORY
Project Window > Sample Set / Injections / Channels > Tools >

Alter Sample > Edit > View Sample History

Project Window > Sample Set / Injections / Channels > Tools >
Alter Sample > Edit > View Sample Set Method History

Changes to sample metadata are often required. Metadata

may be as simple as a sample name or other descriptive

text field but may also be a critical value that is required to

calculate the final results. Modification of metadata may be

needed, either pre- or post- acquisition to complete missing

metadata or to correct incorrectly entered metadata.
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Metadata changes will often be simple corrections or may
indicate an attempt to influence the final results. Changes

to sample metadata are therefore audit trailed, with the
‘before’ and ‘after’ values recorded automatically so that
previous values are not obscured and are associated with an
acceptable justification.

Records where the metadata has been altered are flagged,
indicating that a deeper review is needed as part of a risk-
based quality management system.

B Changes to sample metadata are tracked - who, what,
when, and why.

® Raw data and records, where the sample metadata has
been altered, are permanently flagged.

B Existing Results, generated with the original data, remain
unchanged. Data must be reprocessed to incorporate new
values; this creates new and distinct Results.

® Sample metadata changes are audit trailed in Empower
Software through the Project Audit Trail and Sample and
Sample Set Method Histories.

® Sample and Sample Set Method Histories are available
in the Alter Sample tool and the Result Audit Viewer
(Empower 3 Feature Release 2 and higher versions) and
display both the original and new values.

® Sample and Sample Set Method History may be included
in Reports. However, the level of detail provided may fill
dozens of pages for a single run. Review is more typically
performed on the original electronic record within the
Empower application, under a risk-based approach based
on the Altered flag and other indicators.

MESSAGE CENTER

The Message Center is a troubleshooting log that allows
Empower Software and programs that interact with the
Empower Software application such as Oracle, Windows,
and instrument drivers to communicate informational
messages, warning messages, and error messages to users
and administrators for informational, troubleshooting, and
monitoring purposes. The Message Center helps users
monitor and troubleshoot the system by providing details
about various events, such as instrument and processing
errors. The Message Center can be leveraged to resolve
technical issues which may or may not have an impact on your
chromatographic data.

The Message Center typically displays only the messages
relating to the currently logged in user. However, with
appropriate privileges, messages relating to all users in

the system are displayed. In Empower 3 Feature Release 4
Service Release 3 and higher versions, the Message Center
allows long term storage of all messages and is searchable
with Empower View Filters.

The Message Center is not intended as a replacement for, or
a component of the audit trail. Any critical messages related
to user creation, modification, or deletion of data are always
permanently saved into the associated audit trail along with
the user’s justification when appropriate. Message Center
messages commonly describe an action or activity which
could not be completed as expected. These messages can
be instrumental in the determination of root cause analysis of
OOT/0O0S and other issues.

Performing a trend analysis of messages occurring in the
Message Center relative to users, methods, systems and other
parameters may indicate:

m Deficiencies in a method'’s reliability or lack of fit for
intended use

B A need for maintenance, repair, or calibration of
specific instrumentation

B Troubleshooting and resolution to issues that arise with a
frequency higher than expected is necessary

® Improper configuration of environment

m Gaps in user comprehension and adherence to processes
and procedures, and the need for additional training for
specific individuals

Based on regulations and CGMPs, Message Center messages
that occur in your environment should be risk assessed and
rated in a matrix for frequency, detectability, and severity.

This information should subsequently be used to mitigate any
data integrity issues or issues that may impact patient safety.
A process for appropriate message monitoring should be
implemented. It is recommended to incorporate a review of
these messages in your procedures for data review as part of
your risk mitigation strategy.

Note: The Waters Knowledge Base contains troubleshooting information on
many Message Center messages.
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Figure 8. The Empower Message Center displays error messages from
instruments, third party applications, Oracle, and Empower Software for
troubleshooting purposes.

OTHER NON-AUDIT TRAIL LOGS

Within the overall Empower Software application, instrument
control consoles may also include their own cache of error
logs. For instance, the ACQUITY UPLC PDA Detector has its
own log tab in its console.

| B PDA Detector

[an v [Eros ~| [currentsystem -

Column Manager
P records

 Maintenancs Courters Date and Time
|

“Logs

12/2]2016 3:27 PM Alarm Error

ACQ-Q5MEF15QS
12/2{2016 3:27 PM Alarm Error ACQ-PDA#GISUPL
° System Stalus L 12/2{2016 3:27 PM Alarm Error ACQ-PDAZGISUPL
12/1/2016 9:37 AM Alarm Error ACQ-PDAFGISUPL
PDA Detector: —
Communication Failure 12]1/2016 9:37 AM Alarm Error ACQ-CH#HISCHP
Sample Manager FTN: 12/1/2016 9:37 AM Alarm Error ACQ-FTN#H1S5DI
String 1 q
Quaternary Solvent | [12/1/20165:37 AM  Alam Error ACQ-QSM#FISQS
Manager: Error 11}30{2016 4:36 PM Alarm Error ACQ-PDA#G1SUPL
11/30§2016 4:34 PM Alarm Information ACQ-CMFHISCMP

Figure 9. Additional Logs may exist in specific instrument console pages.

The Message Center and other available logs and messages
are intended to aid in user level monitoring and/or
troubleshooting in the laboratory, either independently or with
the assistance of Waters or third-party technical support.

REVIEWING AUDIT TRAILS, MESSAGE CENTER
MESSAGES AND LOGS AS PART OF ROUTINE AND
PERIODIC DATA REVIEW

It is the expectation of both European® (GMP Annex 11) and US
regulations’ that audit trails and other appropriate records are
regularly reviewed. Even though there is no formal mention

of this in 21 CFR Part 11, companies that fail to have a formal
process to review audit trails and error logs have had this
omission cited in official observations or warning letters.
Review of the original and complete electronic record is
expected.®

Most regulated companies include audit trails and logs
relating directly to data and results as an integral part of the
metadata needing to be reviewed based on a risk-based
approach before batch or study release. A risk-based
approach is appropriate for organizations with mature Quality
Management Systems.

The WHO TRS 996 Annex 05 states:

"A risk-based approach to reviewing data requires process
understanding and knowledge of the key quality risks in the
given process that may impact patients, products, compliance
and the overall accuracy, consistency and reliability of GXP
decision-making. When original records are electronic, a
risk-based approach to reviewing original electronic data also
requires an understanding of the computerized system, the
data and metadata, and the data flows."

And

“The risk-based review of electronic data and metadata, such
as audit trails, requires an understanding of the system and
the scientific process governing the data life cycle so that the
meaningful metadata are subject to review, regardless of the
naming conventions used by the software developer.”

Regardless of your approach, Empower Software contains
functionality that can assist.

EMPOWER TOOLS FOR EFFICIENT DATA REVIEW

The Empower Relational Database

Because Empower Software uses an Oracle relational
database as its central data repository, all chromatographic
data is permanently linked to its associated metadata (sample
identifiers, methods, results, etc.) thus aiding in ALCOA++
principles, CGxP and regulatory compliance, and data review.

Sample Sets

‘8

) Standards Used
for Calibration

Original
Processing Calibration
Method Curves

010001110101110001

Original 100111101110001111
Instrument 011101011100100101
Method

Unchanged Raw Data File
.--’%Traceable Chain
3 il of Custody

A\ Product Code/
) Stage Reagent
Sample History LIMS ID

eCord Information

Figure 10. The Oracle database underlying Empower Software creates
permanent linking relations between methods, dynamic electronic data,
and metadata which cannot be broken, permitting easy query and review of
related data.
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Within the Empower Database, objects are date/time stamped
and assigned unique IDs. When a method is modified, a new
version is created rather than overwriting the original method.
This provides assurance that your data is traceable, original
and contemporaneous, and ensures that previous content
remains available for review and for compliance purposes.
When data is viewed in Empower Software, it can be mined
and efficiently displayed to locate and view related metadata
in a meaningful way. This functionality is crucial for CGxP and
21 CFR Part 11 compliance and supports routine and periodic
data review.

®
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Figure 11: The View As functionality leverages the power of a
relational database

The Review Window
Project Window > select data > Tools > Review

Empower software provides privilege-controlled access to
methods, chromatographic data, Result information, and
metadata within the Review window.

Result Audit Viewer
Project Window > select Results or Result Sets > Tools >
Review > Tools > Result Audit Viewer

The Result Audit Viewer (Empower 3 Feature Release 2

and higher versions) brings audit records from the Project
Audit Trail, Acquisition Log, Method, and Sample Histories
together into a single window, and permits easy comparison
of methods and Results.
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Figure 12. The Review window and the Result Audit Viewer facilitate a
reviewer in interrogating the data, methods, peak results, calibration curves,
and audit records. The Results can then be taken directly to Preview/Report
Publisher for electronic sign-off.

View Filters
Edit View button

Empower View Filters can be leveraged to sort, search,
and quickly locate information, including unprocessed
data, manually processed data, unsigned Results, Results
signed off more times than expected, aborted acquisition,
re-processed data, re-acquired data and so on.

B Empower System Audit Trail, Project Audit Trail, and
Message Center (Empower Feature Release 4 Service
Release 3 and higher versions) provide View Filters to
search for specific events which may indicate improper
use of the system at the administration level and the
Project level.

m Specific views can be created to display only the
information needed for review.

m Justin Time View Functionality allows an ad hoc approach
to searching.

®m View Filters used within the multi-Project view allow
searching across multiple Projects simultaneously to find
data of interest across your entire laboratory, site,
or enterprise.

Here is a small subset of items that View Filters can help you
monitor during data review:

® Have all Channels been locked to prevent further processing?
® Have all Results been electronically Signed appropriately?
®m Are the Injection Status / Channel Status as expected?

®m Have all injections been processed?

® Were sample information changes made after the injection
was acquired?

B Are there any unexpected Peak or Result Processing Codes?



[ WHITE PAPER ]

B How many times was the Channel reprocessed?
® Did the Result fail any System Suitability check
® Was the Result manually processed?

® Does the Result contain any manual integration?
® |sthere any unusual audit trail activity?

B Are there any unusual messages in the Message Center
that need to be investigated?

System Suitability
Suitability, Limits, and Noise and Drift tabs within processing method.
System Suitability Option must be enabled within the project.

System Suitability limits automatically flag ‘suspect’ data that
is out of (or almost out of) your specification (OOS). System
Suitability reports with control charts also expose data that is
OOS or trending in that direction

Custom Fields
Project Properties > Custom Fields tab

Custom Fields provide innumerable ways to automatically
determine and display data that fits your desired risk criteria.
Custom Fields can:

® Show when manual integration is used

m Determine if a Result passes or fails all collective
specification criteria

® Reveal data that was aborted
m Determine if a Result is the most recent Result

B Confirm the correct method used for acquisition
and processing

m Determine whether all of the samples processed are from
the same Sample Set

Project Integrity Test
Project Properties > Integrity tab > Test Project Integrity

Empower Software provides checksum and cyclic redundancy
check (CRC) verification for all human-readable and machine-
readable data to protect against data being altered by external
access to the system. This check is part of the Project Integrity
verification process, ensuring that the data file has not been
modified or damaged since it was acquired. Project Integrity
testing also provides an additional level of confidence that

the information contained in a Project may be reliably and
completely retrieved.

waters_connect™ Data Intelligence Software

The waters_connect Data Intelligence Software is a Waters
Informatics Software product that works with Empower
Software and provides detailed dashboards that help your
lab visualize and derive insights from your Empower Software
data. Data is extracted from Empower Software and pre-built
dashboards are published as read-only versions of your
Empower Software analyses. Custom dashboards can also be
created to mine Empower Software data, including the audit
trails. In particular, the Data Integrity dashboard provides
insights on a number of key areas focused on key data
integrity metrics in your Empower Software database. These
insights help you quickly identify areas of concern and ensure
that the use of your Empower Software instances aligns with
procedural implementation.

The Data Integrity dashboard includes information on:
B Aborted Single Injections

m Aborted Sample Sets

B Unprocessed Channels

B Reprocessed Channels

® Single Injection Details

B Manually Integrated Peaks

For more information regarding waters_connect Data
Intelligence Software, visit waters.com/dataintelligence and

connect with your local Waters Informatics Sales Specialist.

DOCUMENTING DATA REVIEW INCLUDING AUDIT
TRAIL REVIEW

Documentation of data review should be performed in a
similar way to documentation of any review process. Typically,
this is done by signing results as ‘reviewed’ or 'approved’,
following a data review SOP which outlines how the review
process should be performed, including how and when to
review audit trails and other logs.

The WHO Guidance*, notes that data review, whether paper
or electronic, is typically signified by signing the records that
have been reviewed. Written procedures should clarify the
meaning of ‘review’ and ‘approval’ signatures to ensure that
the responsibility of the signature is understood.

Empower provides the ability to electronically sign
chromatographic results together with functionality to ensure
adherence to 21 CFR Part 11 electronic records and electronic
signatures. Additionally, in Empower version 3.8.0 and higher
versions, during a ‘Sign Off 2, users can electronically certify
that they have reviewed the audit trails associated with the
Result(s) which they are signing.
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After sign off, the audit trail certification information is
available in the Project window and on Empower reports.
Audit trails can also be ‘printed to PDF' if that is something
that your procedure requires.

There iz 1 result available for zign off.

Sign Off Results x

Sign Off 1
|Jzer:

Paszword:

Reason: e

Sign OIff

Sign Off 2
Uzer: JSmith

FPazzword:

Reaszon; |.-’-'-.|:||:|r|:|val w

[ Lack channels after Sign O
[ Mark Audit Trail records as reviewed

Sign Off

Cloze Help

Figure 13. During electronic sign off, users can confirm they have reviewed
the audit trails associated with the Result(s) which they are signing.

SUMMARY

Empower Software provides tools to capture user actions

as they relate to data creation, modification, and deletion

in addition to instrument errors, Oracle errors, and other
errors. The unique way Empower Software utilizes the Oracle
database ensures that the links between various records can
never be broken, including the links between audit trails and
Results or methods.

Reviewing audit trails and logs makes the most sense as an
integrated part of the data review process, so it is essential
that the reviewers have a good knowledge of the information
and tools available within Empower Software. The extent of
audit trail review should be considered, along with the extent
of any other critical metadata which should be included in
peer review and approval review. A clear SOP to identify the
frequency, roles, responsibilities, and approach to a risk-
based review of data and metadata including audit trails and
logs (as well as documentation that this is adhered to) should
be developed and followed. Periodic monitoring should
investigate the effectiveness of the data review SOP.

Waters can partner with you in this process. If you

need assistance with your workflows, procedures, and
understanding the information available to you in Empower
Software, please contact your local Waters Professional
Services Representative.
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